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The datafication of health in India, in the age of Big Data, raises pertinent 

concerns regarding patient rights. Instead of meaningfully engaging 

with these concerns, the policy framework of the National Digital 

Health Mission (‘NDHM’) fuels the datafication of health by resorting 

to conceptual frameworks of understanding data that pre-date the digital 

age. In this paper, I illustrate that NDHM policies conceptualise health 

data as a disembodied resource and an enabler for economic progress, 

without fully capturing the risks of the datafication of health upon the 

bodies and rights of patients. By building upon feminist scholarship on 

the embodiment of data and the lived experiences of patients within the 

NDHM ecosystem, I highlight the relationship between people’s health 

data and their bodies. In this context, I analyse the rights of patients 

regarding consent, choice, privacy, and control over health data within 

a feminist framework to visibilise the risks of the datafication of health 

upon the bodies of patients and offer pathways for change to ensure that 

patient rights are safeguarded in the digital age.

Key Terms

• National Digital Health Mission (‘NDHM’) aims to develop the backbone necessary 
to support the integrated digital health infrastructure of the country.

• Health ID refers to a voluntary unique identification number or identifier allocated to 
individuals to whom the health data relates, to enable them to participate in the NDHM 
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ecosystem.1 With the launch of the NDHM, Health IDs were rolled out in six union 
territories as part of Phase 1 of the implementation, and are expected to be expanded 
nationwide in upcoming phases.2

• Personal Health Records (‘PHRs’) enable patients to compile, update and keep a 
copy of their own health records, to help them better manage their care.

• Data Principal is an individual to whom the health data relates.3

• Health Information Providers (‘HIPs’) are hospitals, diagnostic centres, public 
health programs, labs, health apps, or other such entities which act as information 
providers by generating, storing and distributing health records in the digital health 
ecosystem.4 

• Health Information Users (‘HIUs’) are entities that are permitted to request access 
to the personal data of a data principal and can access this data with the consent of 
the data principal.5 These could include hospitals, doctors, insurance providers and 
personal health apps.

• Data fiduciaries (trustees) shall facilitate consent-driven interaction (through a 
consent manager) between entities that generate health data and entities that want to 
obtain access to PHRs for delivering better services to the individual.

I. InTroducTIon

The promise of the datafication of health is largely held in the belief that using data 
for decision-making regarding health can potentially lead to better health outcomes. 
For instance, data from X-ray scans give a more granular understanding of a patient’s 
physiology and help health practitioners better diagnose health issues. However, the past 
few years have brought crucial changes in the manner in which the datafication of health is 
taking place. With the advent of Big Data, the availability of large amounts of health data 
is framed in technological discourse as an unquestionable state of affairs. In reality, this is a 
key feature of surveillance capitalism, which creates a market where there is both demand 
for more health data and a promise of profit from this data.6 In this context, the quantitative 
explosion in the collection of health data is leading to a shift in the qualitative experience 
of health, with serious implications for patient rights.

1 Health Data Management Policy (2020), Chapter IV, 10.
2 National Health Authority, Strategy Overview: National Digital Health Mission (2020), 

21-23<https://ndhm.gov.in//assets/uploads/NDHM%20Health%20Data%20anagement%20 
Policy.pdf> accessed 16 July 2021.

3 (n 2) 3.
4 (n 2) 4.
5 (n 2) 4.
6 Shoshana Zuboff, The Age of Surveillance Capitalism: The Fight for Human Future at the New 

(Profile Books 2019).
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Policy frameworks in India play a key role in fueling this datafication of health, such as 
the emerging framework of the National Digital Health Mission (‘NDHM’). Most notably, 
on 15 August 2020, Prime Minister Narendra Modi officially launched the NDHM with the 
aim to ‘create a national digital health ecosystem that supports universal health coverage in 
an efficient, accessible, inclusive, affordable, timely and safe manner, that provides a wide 
range of data, information and infrastructure services, duly leveraging open, interoperable, 
standards-based digital systems, and ensures the security, confidentiality and privacy of 
health-related personal information.’7 Overall, the NDHM ecosystem will provide data 
principals with a unique Health ID, and then use that Health ID to share personal health 
data among various stakeholders for different purposes, facilitated by their consent through 
data fiduciaries.

Despite the ways in which datafication is undergoing changes in the age of Big Data, 
NDHM policies fall back upon conceptual frameworks that pre-date the digital age. Most 
importantly, these policies conceptualise health data as a disembodied resource and an 
enabler for economic progress, without fully capturing the risks of the datafication of 
health upon the bodies and rights of patients, as this paper will further elucidate. Such an 
understanding of data can be traced back to the field of cybernetics which conceptualised 
data as a layer permeating everything while existing independently from the medium 
carrying it, making it possible to transfer it from one medium to another.8 

However, in reality, disembodiment of data opens it up to possibilities of human 
exploitation and manipulation.9 When health data is viewed as a disembodied resource  in 
the age of Big Data, access to people’s health data becomes a form of power, giving those 
with such control the unparalleled power to influence the governance of people’s bodies 
and lives.10

To account for the harms arising from such potential exploitation through data, 
feminist scholars have foregrounded the relationship between data and bodies to show 
that data is an extension of people’s bodies, and control over data is often experienced by 
people as control over their bodies.11,  For example, victims of non-consensual sharing of 

7 (n 2).
8 Katherine N. Hales, How We Became Posthuman: Virtual Bodies in Cybernetics Literature, and 

Informatics (University of Chicago Press 1999).
9 Nick Couldry and Ulises A. Couldry, ‘Data colonialism: Rethinking big data’s relation to the 

contemporary subject’ (2019) 20(4) Television & New Media, 336-349.
10 Radhika Radhakrishnan, ‘Health Data as Wealth: Understanding Patient Rights in India within 

a Digital Ecosystem through a Feminist Approach’ (2020) Data Governance Network <https://
cdn.internetdemocracy.in/idp/assets/downloads/reports/health-data-as-wealth/Radhakrishnan-
Health-Data-as-Wealth.pdf> accessed 29 November 2021.

11 Van der Ploeg, ‘The body as data in the age of information’ in Kirstie Ball, Kevin & David 
Lyon (eds), Routledge Handbook of Surveillance Studies (1st edn, 2012) 176-183; Anja Kovacs 
& Nayantara Ranganathan, ‘Data sovereignty, of whom? Limits and suitability of sovereignty 
frameworks for data in India’ (2020) Data Governance Network <https://datagovernance.org/
files/research/1606371623.pdf> accessed 16 July 2021; Anja Kovacs & Tripti Jain, ‘Informed 
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intimate images often describe their experience in terms of physical violence, not in terms 
of a data protection violation.12 When viewed through such experiences, some feminist 
scholars argue that the line between our physical bodies and our virtual bodies is becoming 
irrelevant because of the extent to which data is used to determine and control our bodily 
experiences (Van der Ploeg, 2012)13. Applying this embodied understanding to health 
data raises important questions about patient rights as envisioned by the NDHM policy 
frameworks, making it crucial to engage directly with regulation around the datafication of 
health from feminist perspectives. 

In this vein, what is most urgently needed is a feminist framework that meaningfully 
captures and visibilises risks of the datafication of health upon the bodies of patients and 
offers pathways for change to ensure that patient rights are safeguarded in the digital age. 
Such a framework is essential to reconceptualise how we fundamentally understand the 
nature of health data and the rights pertaining to it, and must accordingly be grounded in the 
notions of embodiment and bodily integrity. In this paper, I attempt to offer a starting point 
for such a framework by building upon grounded feminist theory and the lived experiences 
of key stakeholders within the NDHM ecosystem. I argue that the disembodiment of health 
data within policy frameworks undermines patients’ right to healthcare and that recognising 
this embodiment can empower patients to safeguard and affirm their rights.

After briefly describing the research methodology for this study, in Part II onwards, 
this paper unpacks the impact of the disembodied datafication of health under the NDHM 
on the rights of patients. In each part, I analyse one such right, in particular, the right to 
consent, choice, privacy, and control over health data. This is not meant to be exhaustive, 
but rather indicative of the ways in which various patient rights are impacted by the 
datafication of health. With respect to each right, I examine the provisions proposed by the 
NDHM in its policy framework, the threats to the respective patient right that come to light 
when we put bodies back into the policy landscape and recommended pathways for change 
from a feminist perspective of embodiment.

Research Methodology

This research employs a mixed methodology approach, relying upon desk analysis 
of relevant government policies and documents (to understand the regulatory framework 

Consent - Said Who? A Feminist Perspective on Principles of Consent in the Age of Embodied 
Data’ (2020) Data Governance Network, <https://datagovernance.org/files/research/1606371436.
pdf> accessed 16 July 2021; Radhika Radhakrishnan, ‘“I took Allah’s name and stepped out”: 
Bodies, Data and Embodied Experiences of Surveillance and Control during COVID-19 in India’ 
(2020) Data Governance Network <https://datagovernance.org/files/research/1606371784.pdf> 
accessed 16 July 2021.

12 PJ Patella Rey, ‘Beyond privacy: Bodily integrity as an alternative framework for understanding 
non-consensual pornography’ (2018) 21(5) Information, Communication & Society 786-791 
<https://www.tandfonline.com/doi/pdf/10.1080/1369118X.2018.1428653?needAccess=true> 
accessed 16 July 2021. 

13 Van der Ploeg (n 11).
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within which the datafication of health is happening) and interviews conducted during 
ethnographic fieldwork (to gain a deeper understanding of the implications of policies in 
the everyday lives of people). I conducted nineteen semi-structured, in-depth interviews 
(sixteen in-person and three telephonically or online; fifteen in Hindi and four in English) 
and eight days of ethnographic fieldwork in the Union Territory of Chandigarh where the 
NDHM programme has been piloted by the government of India. 

I interviewed the following key stakeholders in the NDHM ecosystem: grassroots 
health workers such as ANM workers (Auxiliary Nurse Midwife workers or female health 
workers based at health sub-centres or Primary Health Centres) and Anganwadi workers 
(community-based frontline workers of the Integrated Child Development Services 
program of the Government of India); data entry operators in civic hospitals; senior medical 
officers, medical interns, pharmacists, multi-purpose workers, and other staff workers at 
civic dispensaries; members of the National Health Mission (‘NHM’) Employees Union; 
persons enrolled in the digital Health ID programme of the NDHM; and subject matter 
experts on the NDHM ecosystem. 

I used purposive and snowball sampling to identify these research participants during 
fieldwork. I initially contacted members of health worker unions and independently 
visited community healthcare centres, civic hospitals, and civic dispensaries. From here, 
I contacted other participants by snowballing. I contacted subject matter experts through 
purposive sampling.

I have changed some names used in this paper as per the request of the research 
participants as indicated in their informed consent forms, and I have mentioned the change 
of names in footnotes for their first usage in the paper.

This research has undergone an independent, rigorous ethics review, and has been 
approved by the Anusandhan Ethics Committee. 

This research is exploratory in nature as many developments under the NDHM are very 
recent, with some proposed less than a year ago at the time of writing. The analysis offered 
in this paper is thus an early-stage, grounded critique of these emerging developments.

II. rIghT To consenT

Under the NDHM, a consent-based framework has been proposed for the collection, 
processing, and sharing of the personal data of patients.14 According to this framework, 
data fiduciaries can collect or process personal data only with the consent of the data 
principal, and this consent has to be free, informed, specific, clearly given, and capable of 
being withdrawn.15 This consent framework also requires all data fiduciaries to give a clear 

14 (n 2) 6-10.
15 (n 2) 6.
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and conspicuous privacy notice to data principals.16

1. Violations

Not only are mechanisms through which consent is usually sought inadequate in many 
ways,17 but more importantly, seeking consent through individualistic privacy notices is 
unlikely to empower people within disempowering structures. Consider the case of Health 
Information Users (‘HIUs’) such as health insurance companies. Even if an individual 
denies consent for their own personal health data to be collected, insurers can make 
statistical extrapolations about the individual’s health through the health data collected of 
their family members, and set insurance premiums in accordance with family health risk 
for the individual. This may happen even without the consent of the family members, as I 
observed during fieldwork.

When an individual is registered for a Health ID, I observed that they are asked to 
provide not only their own details, but also the details of their family members so as to 
register Health IDs for the entire family, and in many cases, without their knowledge. This 
is highlighted in the following conversation with Ms. Narima,18 an ANM worker in a civic 
dispensary in Chandigarh (translated from Hindi):

[Ms. Narima]: Everyone in the family won’t come [for Health ID 
registration]. One family member comes with the date of birth of all 
members and with one family phone.

[Me]: So then you make IDs for the full family through that one person 
and one phone?

[Ms. Narima]: Yes.

Through common identifiers—such as common last names, addresses, phone numbers, 
etc.—an individual’s health data can therefore get linked to their family’s health data, 
irrespective of these stakeholders not having consented to it in the free, informed, and 
specific manner proposed under the NDHM. 

In this manner, insurers can now have access to the health records of individuals who 
have not consented to share their data. Thus, an individual’s own consent is not always 
sufficient to maintain control over their personal health data. Moreover, stakeholders such as 
insurance companies often wield a lot more power than individual patients which translates 
to a lack of ability to withhold or withdraw consent due to being at the disadvantaged end 
of power and information asymmetries and a potentially vulnerable state of mind at the 

16 (n 2) 7.
17 Daniel J. Solove, ‘Introduction: Privacy self-management and the consent dilemma’ (2013) 

126(7) Harvard Law Review, 1880-1903 <https://harvardlawreview.org/wp-content/uploads/
pdfs/vol126_solove.pdf> accessed 16 July 2021. 

18 Name changed.
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time—as patients—of giving consent.

This is especially relevant for hereditary diseases such as diabetes that individuals 
have a risk of inheriting from their families. Without the digital infrastructure provided 
by the NDHM, this form of data collection and sharing would not be possible unless the 
individual themselves declared the risk to the insurer. Under the NDHM, insurers can now 
slot an individual into predictive risk categories based on their family’s health data, and 
either exclude at-risk individuals from their insurance policies or differentially treat them 
by pricing insurance premiums to account for that risk. These predictions gain credibility 
due to their medicalised nature, which can further be used to justify such practices of 
profiling. 

More importantly, such practices defeat the purpose of health insurance which is to 
balance risk in society and protect those most in need, without a strain on their finances. 
However, the involvement of private insurance providers within the health data ecosystem 
in the digital age enables them to make predictions about an individual’s lives through 
other individuals’ data to pinpoint the riskiest people and discriminate and differentiate 
more decisively, hitting those who can least afford it the highest.19 This creates a scenario 
where these private actors who control the NDHM’s digital infrastructure can now exploit 
patients from afar, rather than having to control their bodies in person,20 without them 
necessarily having consented to any of this.

At the core of NDHM’s consent-based framework is the understanding of health data 
as a resource. It is this belief that translates into structural incentives for businesses to 
monetise this resource and generate value for their businesses. This framework does not 
focus on patient needs and experiences, and in fact, invisibilises the power relations that 
keep patients from consenting meaningfully to the usage of their health data. Thus, such a 
consent framework is unlikely to empower patients unless there is a fundamental change 
towards our understanding of health data as embodied.

2. Pathways for change

In order to emphasise the relationship between bodies and data, feminist scholars 
have proposed ways to re-envision consent frameworks.21 Building upon such feminist 
scholarship on embodiment and the lived experiences of patients gathered through this 
research, I propose some fundamental changes to consent frameworks within NDHM to 
take into account people’s social realities in accessing healthcare. 

In the case of able adults, consent must always be obtained directly, with possible 
exceptions made for minors and persons with mental disabilities who may not be able to 

19 Cathy O’Neil, Weapons of math destruction: How big data increases inequality and threatens 
democracy (Crown 2016).

20 (n 10).
21 (n 12).

Safeguarding Patient Rights under the National Digital Health Mission through A Feminist Framework of Embodiment



80 NLUD Journal of Legal Studies Vol. III

consent themselves. If the health data of other individuals, such as family members, is 
being used to make decisions pertaining to an individual’s health, then the individual’s 
consent must be sought to ensure that control remains in their hands. For this consent to 
be meaningful, consent should not be a binary yes/no decision, but an ongoing negotiation 
wherein each party may say no as well as provide input on the terms of agreement.22 
Privacy policies should also be made more accessible through non-written formats and 
local languages.

III. rIghT To choIce

The Health Data Management Policy posits that ‘participation of an individual in the 
NDHE [National Digital Health Ecosystem] will be on a voluntary basis and where an 
individual chooses to participate, he/she will be issued a Health ID… by the NDHM’23 
(emphasis mine). 

1. Violations 

Despite the NDHM stating that participation in the digital health ecosystem would 
be voluntary, I observed that the Health ID has been made mandatory in Chandigarh. In 
August 2020, the Chandigarh Health Department authorities sent a WhatsApp message to 
all health workers stating that ‘The registration for generating Health IDs is mandatory for 
all the citizens of our country’ (see Figure 1). This was also confirmed by all the health 
workers I spoke to in Chandigarh.

Figure 1: A WhatsApp message sent to health workers in Chandigarh by the Health Department

22 Anja Kovacs & Tripti Jain (n 11).
23 (n 2) 1.
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A pharmacist, Mr. Arun,24 recounted his sister’s experience: ‘Around 4-5 months ago, 
my sister, she was pregnant, she went to the hospital…Her [Health] ID was on-the-spot 
generated at the registration desk’ (translated from Hindi). In another case, Dr. Amit,25 a 
medical intern with the responsibility of registering the Health ID for patients at a civic 
dispensary, said that they were not providing medication to patients unless they got a 
Health ID registered:

We write on the side of the prescription “health ID and EMR’’ and...
we tell our staff that till I don’t sign this [saying] that they [patients] 
have made a health ID and EMR, you don’t give the medication. This 
is one of the ways to positively influence people. This is a mandated 
thing for them... It’s mandatory because they asked us specifically how 
many [Health IDs] we made in a day... So they give us targets that this 
is how much you should achieve in a day. So that’s why we have to... 
force patients or people to make it. So you have to innovate different 
techniques to tell them this is important.

Besides the lack of a choice in participating in the NDHM ecosystem, there is also a 
lack of meaningful choice in the digital identification an individual can provide for their 
enrolment. In the status quo, a Health ID may be registered either through an individual’s 
mobile phone number or through their Aadhaar number. At the same time, most phone 
numbers are already linked to Aadhaar, and for those phone numbers that are not linked, I 
observed that this link is being mandated in some places. This happened in the case of Mr. 
Rizwan,26 a caterer in Chandigarh who had visited a civic dispensary to get his Health ID 
made (translated from Hindi):

Mine [my Health ID] did not get made… Mobile number was not linked 
to this. [Shows Aadhaar card]... So I did it, ma’am, I went and got it 
linked just now… When I asked them [health workers], they said if you 
link your Aadhaar to your mobile number, only then you will get the 
message for the Health ID on your mobile number.

In some civic dispensaries, the phone number is not even being accepted, with only 
Aadhaar being permitted for the enrollment. Mr. Jadhav,27 a multi-purpose worker at a civic 
dispensary in Chandigarh, explained why this is so (translated from Hindi):

If you register through an Aadhaar card, the registration form is auto-
filled. Because your name, photo, date of birth, address, email ID, mobile 
number - everything will be saved on Aadhaar, and it will automatically 
show up in the registration form. But if we register using a mobile 

24 Name changed.
25 Name changed.
26 Name changed.
27 Name changed.
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number, all these details have to be manually entered, and many people 
don’t know their own details... It takes me 15 minutes per registration 
through phone number, and just 5 minutes through Aadhaar. Also, with 
phone number registration... their Health ID card will not have any photo.

Thus, there are various system-based incentives—which can be conceptualised as 
structural ‘nudges’28—to link Health IDs to the Aadhaar, meaning that Aadhaar details in 
turn get linked to an individual’s Personal Health Records (‘PHRs’) through the Health ID.

Due to the lack of affordable healthcare in India, most patients already do not have 
a meaningful choice in accessing medical care.29 Thus, people end up participating in 
the NDHM ecosystem not because of their willingness to do so, but because of a lack 
of meaningful choice in accessing quality healthcare if they do not cooperate. Linking 
healthcare to a digital identification such as Aadhaar furthers this exclusion due to the 
inequitable nature of digital identification and the existing challenges with Aadhaar’s 
implementation.30

The move to mandate participation in the digital health ecosystem reveals the NDHM’s 
understanding of health data to be a ‘public good.’ In fact, the Economic Survey 2018-
19 specifically pitched for data to be treated as a public good in India.31 Framing data to 
be a public good is an emerging trend under ‘data philanthropy’ that has been gaining 
momentum in recent years after it was introduced by the United Nations Global Pulse.32 At 
the heart of this trend is the belief that data sharing through partnerships between private 
and public entities is a positive act that can be beneficial to the public and can enhance 
policy action. Since then, various campaigns have been launched globally to promote the 
philanthropic sharing of personal health information.33 In a localised context, the NDHM 
considers health data to be an asset or a resource that can potentially benefit society at large 
rather than only individuals, and thus may be used to favour the larger national interest of 
digitising health records over and above an individual’s right to choose for themselves. This 
framework of viewing data as a disembodied public resource is therefore at least partly 

28 Daniel Susser, Beate Roessler, Helen Nissenbaum, ‘Technology, autonomy, and manipulation’ 
(2019) 8(2) Internet Policy Review.

29 Purendra Prasad, ’Medicine, Power and Social Legitimacy: A Socio-Historical Appraisal of 
Health Systems in Contemporary India’ (2007) Economic and Political Weekly 3491-3498.

30 Ritika Khera, ‘Impact of Aadhaar on Welfare Programmes’ (2017) 52 (50) Economic and 
Political Weekly <https://www.epw.in/journal/2017/50/special-articles/impact- aadhaar-welfare-
programmes.html> accessed 9 October 2021.

31 Ministry of Finance, Government of India, ‘Economic Survey 2018-19’ (2019).
32 United Nations Global Pulse, ‘Data Philanthropy’ (2009 <http://www.unglobal-pulse.org/blog/ 

data-philanthropy-public-private-sector-data-sharing-global-resilience> accessed 9 October 
2021.

33 ‘PatientsLikeMe Launches “Data For Good” Campaign to Encourage Health Data Sharing 
to Advance Medicine”’ (PatientsLikeMe, 2014) <https://blog.patientslikeme.com/patient-
experiences/patientslikeme-launches-data-for-good-campaign-to-encourage-health-data-
sharing-to-advance-medicine/> accessed 9 October 2021.
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responsible for its mandate in compulsorily enrolling people into its digital ecosystem.

2. Pathways for change

Voluntary participation and meaningful choice: The participation of individuals in 
the NDHM ecosystem must remain voluntary. If an individual wishes to get access to 
healthcare through a specific provider of their choice without their participation in the 
NDHM, that option must be available to them. Alternatives also need to be made available 
for accessing health services from other providers that do not require their participation in 
the NDHM.

Non-exclusion: As seen here, individuals are currently being denied access to 
medication or doctors if they do not register for a Health ID. To uphold the principle of 
non-exclusion, strict guidelines relating to the same must be designed and prominently 
displayed in all health facilities to inform patients about their rights. If there is evidence 
of denial of health services on the grounds of non-participation in the NDHM, these cases 
must be independently investigated and institutions found violating this principle must be 
held strictly liable.

Alternative identification for enrolment of Health ID: Since Aadhaar details are 
likely to get directly or indirectly linked to the Health ID as analysed here, alternative 
valid identity proofs such as driving license or passport number—which are not necessarily 
linked to Aadhaar—should be acceptable for the enrolment of a Health ID. Moreover, 
system-level ‘nudges’ that make enrolment through Aadhaar the preferred option must be 
removed.

All of the above recommendations are grounded in the notion of embodiment and 
bodily integrity as they recognise the specific harms caused not only to health data but to 
the bodies and lives of individuals through their health data.

IV. rIghT To PrIVacy

An important guiding principle of the NDHM is ‘privacy by design’ for the protection 
of a data principal’s health data privacy.34  

1. Violations

Mr. Arun, a member of the NHM Employees Union, pointed out a potential risk to 
privacy under the NDHM (translated from Hindi):

[Registering Health IDs] is not the work of any particular post...If you 
go and tell people that there is a scheme of NDHM, and if you promote 
it, and if the person is willing to enrol or if you convince him somehow 
to enrol, then you can also do it... [but] nowadays on social media, TV, 

34 (n 2) 14.
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radio, FM etc. they say that if someone asks you for your OTP, don’t give 
it. So fraud [through providing others access to one’s private data such as 
OTP] can happen. We have to be alert.

This cybersecurity risk is aggravated by the poor digital literacy in India: nearly ninety 
percent of the population are not digitally literate.35 Ms. Namrata, a data entry operator at a 
civic dispensary in Chandigarh, shared (translated from Hindi):

For those [patients] who have bigger phones... I take pictures of the 
[Health ID] card on their mobile phones and give them… Those with 
smaller phones get a message. But so many people are illiterate, they 
don’t know how to read the message.

Consider the case of passwords; a password needs to be generated for the Health ID 
registration when it is through a phone number instead of Aadhaar. Ms. Namrata36 further 
added (translated from Hindi): ‘Some people find the password difficult to generate... You 
have to make your own password... After filling it [the form] in fully, there is an option 
below to provide a password.’ Due to the low digital literacy among patients, health workers 
doing the Health ID registration provide passwords for them. However, these passwords 
are not protected, as indicated by Dr. Amit, a medical intern:

We provide a password…. We write the name of the person with the 
[redacted] as the capital letter and then we use the symbol “@” and then 
we write the [redacted] of that person as the password. So we tell them 
this or we write it on the prescription as well that “this is your password”. 
Also once they have their Health ID number they can access it later and 
change the password according to their convenience.

The patients I spoke to said they did not know how to change this password, nor did 
they know they were required to, making Health IDs for those lacking digital literacy prone 
to cyber attacks.

Mr. Arun, a member of the NHM Employees Union, said (translated from Hindi):

Privacy issues may be there. If someone has some major illness like TB 
[Tuberculosis] or some contagious disease where the patient does not 
want to share their history with anyone, then this disease history will go 
to the doctors. If the doctor’s laptop is accessible to anyone, then that 
information can be passed on to someone else.

In 2015, when the National Aids Control Organisation (‘NACO’) urged the linkage 

35 ‘A look at India’s deep digital literacy divide and why it needs to be bridged’ (Financial Express, 
24 September 2018) <https://www.financialexpress.com/education-2/a-look-at-indias-deep-
digital-literacy-divide-and-why-it-needs-to-be-bridged/1323822> accessed 14 July 2021. 

36 Name changed.
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of Aadhaar numbers of people living with HIV (‘PLHIV’) to their patient identity cards, 
many PLHIV began dropping out of antiretroviral programmes for fear of being identified 
through a breach of their privacy, given the stigma surrounding HIV/AIDS.37 This incident 
shows that when people are required to identify themselves to receive healthcare at the 
cost of their privacy, those with stigmatised health conditions are likely to altogether refuse 
healthcare. As Mr. Arun points out, this is likely to repeat under the NDHM since patient 
data is stored in databases accessible to many actors.

Thus, threats to privacy under the NDHM affect not only data, but have wider social 
consequences for the bodies and lives of people, with the worst affected are individuals 
living with stigmatised health conditions who are most in need of quality healthcare. A 
narrow understanding of the right to privacy as being limited to the privacy of data from 
within a framework that views data as a resource hinders such consequences from coming 
to light.

2. Pathways for change

Feminist scholars argue that privacy violations are not merely violations of data, but 
have embodied social consequences leading to violations of people’s bodily integrity, 
autonomy, and dignity.38 Thus, recommendations for change must consider these broader 
consequences in the social context of health data.

Cybersecurity protections: Guidelines to ensure that patient data is protected should 
be created and should include protocols for generating strong, randomised passwords 
during Health ID registrations if individuals with low digital literacy are unable to do so 
themselves. There also need to be guidelines devised for how to respond to potential cases 
of data breach.

Internet access and digital literacy: Since digital literacy and availability of Internet 
access are key to participation in the NDHM, the baseline digital infrastructure and digital 
literacy in India need to be strengthened. This would not only help the NDHM’s proposed 
benefits reach communities who are already underserved in the delivery of health services, 
but also ensure that they can effectively safeguard their digital rights.

V. rIghT To exercIse conTrol oVer healTh daTa

Under the NDHM, ‘true ownership and control of the personal data will remain with 
data principals.’39 In other words, the NDHM proposes giving patients the power to exercise 
control over their own health data through the framework of ‘ownership’.

37 Shruti Tomar, ‘Linking benefits for AIDS patients to AADHAR triggers privacy concerns’ 
(Hindustan Times, 3 April 2017) <https://www.hindustantimes.com/bhopal/linking-benefits-for- 
aids-patients-to-aadhaar-triggers-privacy-concerns/story-iR6HB8RmqPDaNwkX2Oj5EJ.html> 
accessed 14 July 2021.

38 (n 12).
39 (n 2) 14.
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1. Violations

Most medical officers, health workers, and patients I spoke to in Chandigarh were not 
aware of what the Health ID is and what benefits they would get from it. Medical officers 
said that ANMs have received training about the NDHM, but ANMs and Anganwadi 
workers denied this claim. Ms. Narima, an ANM worker, shared (translated from Hindi):

We don’t know absolutely anything. All this we’re all doing by 
guesswork. That everything is becoming digital, in the future they’ll 
only ask for your Health IDs, then only your treatment will start… That’s 
what we told the public also, that’s all we also know about it.

Since community health workers are themselves uninformed, as mentioned by Ms. 
Narima, local communities are in turn unaware of the proposed benefits of the NDHM. 
Some health workers are exploiting this information asymmetry by using disinformation 
to influence patients to participate in the NDHM, as shared by Dr. Amit, a medical intern 
in a civic dispensary:

People ask… “what is the use of it [Health ID]? Why am I wasting my 
time, we are here to just take medicine, let us go”, but then we have to tell 
them something... So we tell them... in the near future for vaccination... 
this will be required, this will be a mandatory thing to have… I don’t 
think there’s any link between the vaccination and Health ID. It’s just 
I think created by the staff to motivate patients to make health IDs... 
Because there’s no reward [or] incentive to the people, or there’s nothing 
that we can provide them for giving their time, so just to make them 
think that it is worth your time.

Without basic awareness of the nature of their participation in the NDHM, individuals 
cannot meaningfully exercise any control over their data. In such a scenario, the enrollment 
of Health IDs to facilitate participation in the digital health ecosystem is reduced to a mere 
data collection exercise by the state. Mr. Arun, a member of the NHM Employees Union, 
said (translated from Hindi):

Government wants to promote this [NDHM] policy. It’s a number 
game... There is government pressure to get a certain number of Health 
IDs. So it’s a number motive to say... “look how many Health IDs we’ve 
got generated”.

More fundamentally, ‘ownership’—as proposed by the NDHM—is not an appropriate 
framework for data protection because it is embedded in extractive market logics. The 
reason data ownership is still a popular framework is that policies adopting it understand 
data to be a resource or capital commodity that can be traded. Such a framework fails 
to capture the crucial relationships between people’s bodies and their data, the power 
relations governing these relationships, and the centrality of bodily integrity within this 
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relationship. For instance, data ownership typically entails the right to sell or license data, 
among other things. This means that by owning something, one can agree to contract or 
sign away some of one’s rights. However, despite data’s embodied nature, this is not the 
way one would think about one’s own body—in terms of selling or licensing—indicating 
that this framework of ownership does not meaningfully capture the realities of how data 
shapes people’s experiences.

2. Pathways for change

People-centric awareness drives, not data collection drives: The state must initiate 
people-centric awareness drives and provide training to all stakeholders in the NDHM 
ecosystem instead of focusing on collecting health data of those who are unaware of their 
participation.

Re-thinking ownership: It would be worthwhile to re-think data ownership in a 
way that has less to do with capitalist relations of exchange and more to do with feminist 
thinking of the body. For instance, in sex education, a popular feminist slogan used to teach 
children about physical boundaries is ‘my body belongs to me.’ The feminist slogan ‘my 
body is mine’ has also extensively been used to oppose sexual violence. In some sense, 
these slogans indicate a particular form of ownership, one that centres the notion of bodily 
integrity. As another example, when individuals engage in sexual labour within market 
logics of commercial sex work, feminists still posit the inviolability of the body as central 
to that experience. Re-thinking data ownership to move towards more feminist frameworks 
that value people’s experiences and bodily autonomy would benefit patients within digital 
health infrastructures.

VII. conclusIon

In the era of Big Data, it is pertinent for policy frameworks to meaningfully and critically 
engage with technological developments more closely. However, for the patient rights 
discussed in this paper, the NDHM’s underlying framework of conceptualising health data 
as a resource and source of capital is fundamental to why these rights are undermined. In 
reality, as this paper has shown, harms from data violations deeply impact people’s bodies 
and lives, highlighting the intimate relationship between people’s bodies and their data. 
More importantly, the violations of these rights are not visible when the focus is on market 
logics that construct data as a tradeable resource. These violations come into picture only 
when we analytically put bodies back into the policy framework by questioning not only 
how health data may be harmed, but how people’s bodies may be harmed through their 
data, and how this harm undermines patients’ right to healthcare. Failing to recognise the 
relationship between health data and bodies therefore risks the exclusion and exploitation 
of patients.

The feminist framework offered in this paper is meant to serve as a starting point for 
policy discourse around how patient interests may be best served and safeguarded at a 
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time when they are most threatened in the age of Big Data. Since the developments under 
the NDHM have been proposed less than a year ago, the recommendations offered here 
should be trated as an early-stage blueprint for the direction in which we should move if 
we were to adopt a feminist framework of embodiment. I acknowledge that the practical 
implementation of these ideas may not always be straightforward and will require further 
thinking and labour. With these caveats in mind, at the heart of this work remains the 
firm conviction that the often ignored relationship between our bodies and health data 
fundamentally challenges our understanding of the datafication of health and influences 
the policy responses to it. It is my hope that this body of work contributes towards critical 
thinking about policy frameworks governing health data in the country.
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