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The primary objective of this article is to critically examine the 
rationale behind the current and proposed standards of legal liability 
for intermediaries in India. The article places immunities like ‘safe 
harbour’ provisions offered to intermediaries in the larger context of 
liability related law, showcasing them as subsidies suitable at the 
dawn of the internet era that cannot continue to be retained by today’s 
internet behemoths. The paper progresses to analyse crucial debates 
surrounding existing Indian provisions on intermediary law, regarding 
enforceability and ‘due diligence’ requirements. Through this analysis, 
the author wishes to draw out inadequacies in the recently introduced 
Draft Information Technology [Intermediaries Guidelines (Amendment) 
Rules] 2018 and propose an alternative legislative model that is closely 
tailored to Silicon Valley’s existing encryption and moderation practices.

i. introduCtion

In December 2018, the Ministry of Electronics and Information Technology (MeitY) 
proposed replacing the existing Intermediaries Guidelines Rules, that was notified in 
2011, with a new version.1 The existing Intermediaries Guidelines Rules were drafted 
under section 79 of the Information Technology Act, 2000 (IT Act) which offers internet 
intermediaries a large measure of immunities for the acts of users using their services.

As with previous Indian attempts to regulate Silicon Valley, the first source of public 
information was a press leak just days after the government discussed its plans to reform 
existing guidelines with representatives from Silicon Valley in closed-door meetings.2 The 
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1 The Information Technology (Intermediaries Guidelines (Amendment) Rules) 2018 (Draft 
Intermediary Guidelines 2018).

2  Seema Chisti, ‘Government moves to access and trace all ‘unlawful’ content online’ The 
Indian Express (New Delhi, 24 December 2018) <https://indianexpress.com/article/india/
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resulting press coverage converted a legitimate policy debate of legal liability of billion-
dollar data corporations for their contentious communication and media products, into 
a conversation about censorship of the internet.3 By framing the issue of intermediary 
liability as one of censorship rather than liability of the private sector, Silicon Valley, its 
allies, and its surrogates4 in India succeeded in obfuscating a much-needed public debate on 
intermediary liability in the context of new challenges like encrypted mass communication 
services and poor content moderation practices by Silicon Valley companies.   

In this article, I take a look at some critical issues around intermediary liability, starting 
with the raison d’être for intermediary liability provisions in Indian law and the importance 
of viewing the immunity to intermediaries as a subsidy offered in the early days of the 
internet to the now-massive internet companies. It is important to return to these basics as 
India aims to rework its intermediary liability regime. 

I will then proceed to take a closer look at some of the contentious issues in the black 
letter of Indian law such as the scope of ‘due diligence’ in section 79, the enforceability of 
the ‘guidelines’ under Indian law, and the problematic aspect of the new guidelines along 
with a discussion on why the ‘guidelines’ are not the most appropriate method to reform 
the law.  I will then propose an outline for a new legislation on intermediary liability to 
tackle challenges posed by encryption and Silicon Valley’s existing moderation practices. 

ii.  framing the liaBility deBate in the Context of internet 
intermediaries – is it a suBsidy or a neCessity for the evolution of 

the internet eCosystem? 

One of the biggest risks in launching any new product or service is the issue of legal 
liability. New products can malfunction causing harm to the customer due to defective 
designing or poor testing. If such a defective product were to cause harm to a person, 

it-act-amendments-data-privacy-freedom-of-speech-fb-twitter-5506572/> accessed 21 April 
2019. For a previous attempt in 2011, see Heather Timmons, ‘Chilling impact of India’s April 
internet rules’ (The New York Times-India Ink, 7 December 2011) <https://india.blogs.nytimes.
com/2011/12/07/chilling-impact-of-indias-april-internet-rules/> accessed 21 April 2019.

3 Vindu Goel, ‘India proposes Chinese-style Internet Censorship’ The New York Times (New 
Delhi, 14 February 2019) <https://www.nytimes.com/2019/02/14/technology/india-internet-
censorship.html> accessed 21 April 2019; ‘India must resist the lure of the Chinese model 
of online surveillance and censorship’ (Internet Freedom Foundation, 24 December 2018) 
<https://internetfreedom.in/india-must-resist-the-lure-of-the-chinese-model-of-surveillance-
and-censorship-intermediaryrules-righttomeme-saveourprivacy/> accessed 21 April 2019; 
Pranshu Rathee, ‘Censorship and privacy worries over new draft IT rules’ Deccan Herald 
(Bengaluru, 26 December 2018) <https://www.deccanherald.com/national/national-politics/
censorship-privacy-worries-709663.html> accessed 21 April 2019; Amba Kak, ‘India attempts 
to turn online companies into censors and undermines security – Mozilla responds’ (Mozilla, 
2 January 2019) <https://blog.mozilla.org/netpolicy/2019/01/02/india-attempts-to-turn-online-
companies-into-censors-and-undermines-security-mozilla-responds/> accessed 21 April 2019.

4 Debarshi Dasgupta, ‘Beyond the Searchlight’ Outlook (28 October 2013) <https://www.
outlookindia.com/magazine/story/beyond-the-searchlight/288214> accessed 26 July 2019.
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the manufacturer can be held liable for damages under the tort of negligence.5 Similarly, 
negligence by a professional during the course of rendering services can result in liability 
for malpractice.6 The medical profession, for example, is constantly sued by patients for 
negligence in providing treatment.7

Most businesses will attempt to limit liability with customers through contractual 
clauses in the sales or service agreement.8 Such attempts to limit liability can succeed only 
if there is privity of contract between both parties. Common law has for long recognised, 
since the famous case of Donoghue v. Stevenson,9 that a ‘duty of care’ exists under tort 
law even in the absence of any privity of contract. For example, if a manufacturer sells a 
defective product to a wholesale business who sells it to a retailer, who sells it to a final 
customer, then the manufacturer owes a duty of care to the final customer despite there 
being no contract between the manufacturer and the final customer. Thus, businesses owe 
a ‘duty of care’ to all those who are likely to be exposed to their products or services. A 
failure to discharge this ‘duty of care’ can result in legal liability if the consumer or third-
party is harmed by the negligence of the seller or service provider. The party harmed by 
this negligence can sue for recovery of damages to compensate for the harm suffered by 
the negligence.10

Apart from civil liability, the law may also impose criminal liability for certain acts. 
The key difference between civil and criminal liability is the nature of the remedy and the 
standard of proof that needs to be met under the law. Criminal liability can involve a mix 
of fines and imprisonment and is usually much more difficult to establish than civil liability. 
This is because the standard of proof required for the former is ‘beyond reasonable doubt’, 

5 Gibson B Witherspoon, ‘Manufacturer’s Negligence in Products Liability Cases’ (1964) 
5 Boston College Law Review 585 <https://lawdigitalcommons.bc.edu/cgi/viewcontent.
cgi?referer=https://www.google.com/&httpsredir=1&article=2858&context=bclr> accessed 21 
April 2019.

6 Balram Prasad v Kunal Saha (2014) 1 SCC 384.
7 Gayathri Vaidyanathan, ‘A Landmark Turn in India’s Medical Negligence Law’ (The New York 

Times- India Ink, 31 October 2013) <https://india.blogs.nytimes.com/2013/10/31/a-landmark-
turn-in-indias-medical-negligence-law/>accessed 21 April 2019; Dr. Kunal Saha, ‘Are large 
compensation payouts for medical negligence good?’ The Economic Times (1 September 
2014) <https://economictimes.indiatimes.com/industry/healthcare/biotech/healthcare/are-large- 
compensation-payouts-for-medical-negligence-good/articleshow/41280942.cms?from=mdr> 
accessed 21 April 2019.

8 See Bharathi Knitting Company v DHL Worldwide Express Courier (1996) 4 SCC 704 
for reiteration of the sanctity of limitation of liability clauses in contracts; Emlin McClain 
‘Contractual Limitation of Liability for Negligence’ (1915) 28 Harvard Law Review 550 
<https://www.jstor.org/stable/pdf/1326406.pdf> accessed 21 April 2019.

9 Donoghue v Stevenson [1932] UKHL 100.
10 See Rajkot Municipal Corporation v Manjulben Jayantilal Nakum (1997) 9 SCC 552 for 

reiteration of the position that the basic principles of the tort of negligence are recognised in 
India even though it is not a product liability case.  
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https://economictimes.indiatimes.com/industry/healthcare/biotech/healthcare/are-large-compensation-payouts-for-medical-negligence-good/articleshow/41280942.cms?from=mdr
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while the latter only requires a ‘preponderance of possibilities’.11

In order to incentivise the launch of new business models or new products or to lower 
costs of certain services or products, it is common for lawmakers to reduce legal liability 
through statutes that cap monetary liability or reduce limitation periods during which 
lawsuits can be brought.12 A major component of healthcare reform in the United States was 
bringing down insurance premiums by limiting the liability of doctors for malpractice.13 
A few examples of Indian legislation that curb liability are the Civil Liability for Nuclear 
Damage Act, 2010 and the Carriage by Air Act, 1972 (as subsequently amended). Both 
legislations limit the liability of manufacturers or service providers by capping the amount 
available for compensation for the persons who have suffered damage due to nuclear 
accidents or aircraft accidents respectively.14

These statutes effectively operate as a form of ‘subsidy’ for private businesses that are 
being shielded from financial or criminal liabilities that are faced by all other businesses 
for failing to meet the duty of care expected of them. By shielding certain players from 
liability, the state reduces operating costs and insurance premiums thereby increasing the 
chance of businesses undertaking risky innovation and turning profitable in a shorter time 

11 On the distinction between preponderance of probabilities and beyond reasonable doubt, see 
Surinder Singh v Hardial Singh (1985) 1 SCC 91.

12 McClain (n 8); Francis E McGovern, ‘The Variety, Policy and Constitutionality of Product 
Liability Statutes of Repose’ (1981) 30 The American University Law Review 579 <https://
scholarship.law.duke.edu/cgi/viewcontent.cgi?article=1367&context=faculty_scholarship> 
accessed 21 April 2019.

13 Kenneth E Thorpe, ‘The Medical Malpractice “Crisis”: Recent Trends and the Impact of 
State Tort Reforms’ (2004) 23 (Suppl 1: Web Exclusives) Health Affairs <https://www.
healthaffairs.org/doi/full/10.1377/hlthaff.W4.20> accessed 21 April 2019; Kathryn Zeiler 
and Lorian E Hardcastle, ‘Do Damages Reduce Medical Malpractice Insurance Premiums? A 
Systematic Review of Estimates and the Methods Used to Produce Them’ in Jennifer Arlen (ed), 
Research Handbook on the Economics of Torts (Edward Elgar Publishing 2012) <https://pdfs.
semanticscholar.org/146f/cd0e5d71e8b1ef3c84f6bd46964fa9baa214.pdf> accessed 21 April 
2019.

14 The Carriage by Air Act 1972 was enacted by Parliament in order to meet India’s obligations 
under the Convention for the Unification of certain Rules relating to International Carriage by 
Air (entered into force 13 February 1933) (Warsaw Convention) 137 LNTS 11 of 1929 and 
the Convention for the Unification of Certain Rules for International Carriage by Air (entered 
into force 4 November 2003 (Montreal Convention) 2242 UNTS 309 of 1999. Schedule I, s 22 
caps damages awardable by an air carrier to a passenger at 1,25,000 francs per passenger and 
250 francs per kilogram of luggage. The former cap was capable of being surpassed by way 
of contract between the passenger and the carrier, while the latter cap could be lowered by a 
special declaration of value at the time of delivery. The Civil Liability for Nuclear Damage Act, 
2010 was purportedly adopted to ensure prompt compensation to victims of nuclear incidents 
through a no-fault liability regime. Section 6 of the Act lays out the total liability of operators 
(joint and several) for each nuclear incident to 1500 crores in case of large nuclear reactors, 300 
crores in case of spent fuel reprocessing plants and 100 crores for smaller research reactors. The 
maximum amount of liability is capped at 300 million Special Drawing Rights (as decided by 
the IMF).
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span.15

Such subsidies, however, do have adverse effects on the rights of other citizens.16 For 
example, in the context of the Civil Nuclear Liability Act, 2010 it is very possible that the 
damage caused by a nuclear accident can be more than the prescribed liability limits in the 
law. This would automatically limit the compensation made available to the pool of citizens 
affected by a nuclear accident thereby forcing them to bear the risk and cost of operating a 
hazardous industry.17 This practice of transferring the cost or risk from one party to another 
is in effect a subsidy for private businesses and can be contentious. The furious debate in 
India over the Civil Nuclear Liability Act when it was being pushed through the Parliament 
is an example of how contentious these laws can get when the beneficiaries are foreign 
corporations.18 There is also a debate on whether such liability caps achieve their policy 
goals and in some jurisdictions like the United States of America, courts have struck down 
such legislation for being unconstitutional.19

15 Gideon Parchomovsky and Alex Stein, ‘Torts and Innovation’ (2008) 107 Michigan Law Review 
285 <https://repository.law.umich.edu/cgi/viewcontent.cgi?article=1365&context=mlr> 
accessed 21 April 2019; Meredith L Kilgore, Michael A Morrisey and Leonard J Nelson, ‘Tort 
Law and Medical Malpractice Insurance Premiums’ (2006) 43 Inquiry 255 <https://www.ncbi.
nlm.nih.gov/pubmed/17176968> accessed 21 April 2019; Paul Heaton, ‘How Does Tort Law 
Affect Consumer Auto Insurance Costs?’ (2017) 84 The Journal of Risk and Insurance 691 
<https://onlinelibrary.wiley.com/doi/abs/10.1111/jori.12095> accessed 21 April 2019.

16 See Lucinda M Finley, ‘The Hidden Victims of Tort Reform: Women, Children and the Elderly’ 
(2004) 53 Emory Law Journal 1263 <https://digitalcommons.law.buffalo.edu/cgi/viewcontent.
cgi?referer=https://www.google.com/&httpsredir=1&article=1197&context=articles>accessed 
21 April 2019 for how limitation of liability in medical malpractice cases in the United States of 
America affects women and children disproportionately.

17 This is because the liability of the manufacturer is capped at 300 million SDR, which means that 
this 300 million has to be distributed equally amongst all the victims. Not only is this a complex 
calculation for judges, it also virtually guarantees that some victims will not be compensated to 
the entire extent of their damages especially if the nuclear accident is a massive one. 

18 Siddharth Varadarajan, ‘Turn the Nuclear Bill from Liability to Asset’ The Hindu (22 June 
2010) <https://www.thehindu.com/opinion/columns/siddharth-varadarajan/Turn-the-nuclear-
bill-from-liability-to-asset/article16262910.ece> accessed 21 April 2019; Siddharth Varadarajan 
‘Government Diverts Nuclear Bill under US Pressure’ The Hindu (18 November 2016) <https://
www.thehindu.com/opinion/columns/siddharth-varadarajan/Government-dilutes-nuclear-bill-
under-U.S.-pressure/article16262911.ece>accessed 21 April 2019; AM Jigeesh, ‘Government 
Pulled up for Diverting Civil Nuclear Liability Rules’ The Hindu Business Line (New Delhi, 
22 November 2017) <https://www.thehindubusinessline.com/economy/Govt-pulled-up-for-
diluting-Civil-Nuclear-Liability-Rules/article20490780.ece?css=print>accessed 21 April 2019; 
PTI, ‘US Suppliers unhappy over changes in Nuclear Liability Bill’ The Hindu (Washington, 5 
November 2016) <https://www.thehindu.com/news/international/U.S.-suppliers-unhappy-over-
changes-in-Nuclear-Liability-Bill/article15907461.ece> accessed 21 April 2019.

19 Leonard J Nelson, Michael A Morrisey and Meredith L Kilgore, ‘Damages Caps in Medical 
Malpractice Cases’ (2007) 85(2) Milbank Quarterly 259 <https://www.ncbi.nlm.nih.gov/pmc/
articles/PMC2690332/> accessed 21 April 2019; David L Hudson Jr, ‘More States See Tort 
Limits Challenged as Unconstitutional’ (ABA Journal, 1 April 2013) <http://www.abajournal.
com/magazine/article/more_states_see_tort_limits_challenged_as_unconstitutional/> accessed 
21 April 2019; Thomas Kaplan, ‘Lessons for Albany on Malpractice Limits’ The New York Times 
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In the late nineties, when the internet had been in existence for just a few years, an 
infant Silicon Valley was in the process of creating new business models centred around 
communications products or dissemination of information. The risk for any business 
dealing with communications or dissemination of information is two fold. The first is a 
possible liability for copyright infringement under copyright law.20 The second is possible 
liability under general laws that prohibit or criminalise the publication of certain content 
such as defamatory speech, hate speech or child pornography.21 In countries like India, 
several other categories of speech are criminalised, such as speech that causes enmity 
between two communities or speech that hurts religious sentiments. These laws are meant 
to curb communal tension between the many communities and religions that co-exist in 
India’s diverse population.22 Criminal liability under these legislations is usually affixed to 
anybody who speaks or publishes the content in question. For example, in India, not just 
the editor and owner of a newspaper but also the publisher and printer are presumed to have 
knowledge of the content published in a newspaper and can hence be liable for damages for 
publishing defamatory content.23

In the context of Silicon Valley, most of the successful business models did not create 
their own content like traditional media corporations. Rather, they provided search engine 
services, browsing of third-party content or bulletin board services where users could post 

(New York, 24 March 2011) <https://www.nytimes.com/2011/03/25/nyregion/25malpractice.
html> accessed 21 April 2019; Ronen Avraham, Leemore S Dafny and Max M Schanzenbach, 
‘The Impact of Tort Reform on Employer Sponsored Health Insurance Premiums’ (2012) 
28(4) Journal of Law, Economics and Organizations 657 <https://www.hbs.edu/faculty/
Publication%20Files/8_Dafny_Impact%20of%20Tort%20Reform_2012_93c817fc-8837-
4430-bf73-e17d651f505e.pdf> accessed 21 April 2019.

20 For a detailed history on the evolution of principles of intermediary liability in the context 
of copyright infringement, see Niva Elkin-Koren, ‘After Twenty Years: Copyright Liability 
of Online Intermediaries’ in Susy Frankel and Daniel J Gervais (eds), The Evolution and 
Equilibrium of Copyright in the Digital Age (Cambridge University Press 2014) <https://papers.
ssrn.com/sol3/papers.cfm?abstract_id=2483877> accessed 21 April 2019 .

21 For a detailed history on the international debate on liability of various internet intermediaries 
for hate speech dissemination, see Christopher D Van Blarcum, ‘Internet Hate Speech: The 
European Framework and the Emerging American Haven’ (2005) 62 Washington and Lee Law 
Review 781 <http://law2.wlu.edu/deptimages/Law%20Review/62-2VanBlarcum.pdf> accessed 
21 April 2019. 

22 Cherry Agarwal, ‘Seven Laws that Restrict Free Speech and Criminalise it’ (Newslaundry, 
26 October 2018) <https://www.newslaundry.com/2018/10/26/abhijit-iyer-mitra-free-speech-
laws-indian-penal-code> accessed 21 April 2019; Neeti Nair, ‘Beyond the “Communal” 1920s: 
The Problem of Intention, Legislative Pragmatism, and the Making of Section 295A of the 
Indian Penal Code’(2013) 50 The Indian Economic and Social History Review 317 <https://
journals.sagepub.com/doi/abs/10.1177/0019464613494622> accessed 21 April 2019.

23 Press and Registration of Books Act 1867, s 5; PTI, ‘SC to examine publisher’s liability in 
defamation cases’The Hindu (New Delhi, 18 March 2012) <https://www.thehindu.com/news/
national/sc-to-examine-publishers-liability-in-defamation-cases/article3008904.ece> accessed 
21 April 2019; DH News Service, ‘SC for scrutiny if newspaper owner can be liable for 
defamation’ Deccan Herald (New Delhi, 5 December 2017) <https://www.deccanherald.com/
content/646375/sc-scrutiny-newspaper-owner-can.html> accessed 21 April 2019.
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content or aggregator services that again used content developed by others.24 Those nascent 
business models faced the threat of secondary liability for the content that was posted 
by their users or which showed up in search results. As per the principles of secondary 
liability, although the user has posted content, anyone who has facilitated the publication 
of such content can be held liable for copyright infringement or defamation depending on 
the degree of knowledge that can be attributed to those providing services that facilitated 
the publication and dissemination of the information.25 This is largely a question of fact.26 
As explained earlier, for traditional media, it was presumed that the publisher had complete 
knowledge of all the content in their books or papers especially since they are profiting 
from such content. 

In the context of the internet, it was in Silicon Valley’s argument that the intermediary 
should not be attributed any knowledge for all the content that it handles given the volume 
of information transacted via a single intermediary.27 If the traditional standard of liability 
used for the news media was applied to infant internet startups, Silicon Valley would have 
had to hire armies of content moderators to sift through content being uploaded by users. 
The issue of legal liability was therefore serious enough for the United States Congress to 
enact the Electronic Communication Decency Act and the Digital Millennium Copyright 
Act that provided ‘safe harbours’ for different categories of intermediaries for the speech 
of third parties. These safe harbours basically limited the legal liability of intermediaries, 
provided they fulfilled certain statutory obligations, including taking down content or de-
indexing links within a fixed period of time after being informed of the illegal content. 
The decision to enact such safe harbours was aimed at encouraging new business models 
on the internet by reducing legal risks. Arguably, the American model of safe harbours 
for intermediaries did wonders for Silicon Valley and is certainly one of the main reasons 
for the success of companies like Google, YouTube, Facebook, WhatsApp, Apple, and 
Instagram. According to some American scholars, these immunities to intermediaries were 
a key subsidy that was responsible for the ‘making’ of Silicon Valley.28

24 Steven J Vaughan-Nichols, ‘Before the Internet: The Golden Age of Online Services’ (IT World, 
5 April 2012) <https://www.itworld.com/article/2827191/before-the-internet--the-golden-age-
of-online-services.html> accessed 20 July 2019.

25 See Stratton Oakmont Inc v Prodigy Services (1995) 23 Media L Rep 1794 for an example of a 
case where a network service provider was held liable.

26 See Cubby Inc v CompuServe Inc 776 F Supp 135 (SDNY 1991) for an example of a case where 
a network service provider was held to be not liable.

27 For an explanation of the legislative history of the Communications Decency Act, see Robert 
Cannon, ‘The Legislative History of Senator Exon’s Communications Decency Act: Regulating 
Barbarians on the Information Superhighway’ (1996) 49 Federal Communications Law Journal 
51<https://www.repository.law.indiana.edu/cgi/viewcontent.cgi?article=1115&context=fclj> 
accessed 21 April 2019.

28 Anupam Chander, ‘How Law Made Silicon Valley’ (2013) 63(3) Emory Law Journal 639 
<http://law.emory.edu/elj/content/volume-63/issue-3/articles/how-law-made-silicon-valley.
html> accessed 21 April 2019.

https://www.itworld.com/article/2827191/before-the-internet--the-golden-age-of-online-services.html
https://www.itworld.com/article/2827191/before-the-internet--the-golden-age-of-online-services.html
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http://law.emory.edu/elj/content/volume-63/issue-3/articles/how-law-made-silicon-valley.html


Several jurisdictions across the world have enacted some version of a safe harbour 
immunity for intermediaries over the last two decades to encourage the growth of 
e-commerce in their own economies. However, there has been a marked shift over the last 
few years in the approach of countries to the issue of liability of these platforms with most 
of the concern being directed towards websites like Facebook, YouTube, and encrypted 
messaging platforms like WhatsApp. Several countries, especially liberal democracies 
like Australia, Germany, and the United Kingdom are enacting or proposing legislation 
to increase the liability of social media websites and video hosting websites for the 
content they host on their platforms.29 The threat of higher penalties isa strategy to force 
these platforms to better moderate the content on their websites. Similarly, countries like 
Australia are cracking down on encryption-based platforms like WhatsApp.30 This shift 
from virtually no liability to a legal framework that threatens them with huge fines is a 
sign that governments are increasingly exasperated by a certain class of intermediaries, 
especially social media companies that are performing a poor job of moderating content.31

If there is a takeaway from the above discussion, it is that the issue of intermediary 
liability is complicated and constantly adapting to new circumstances. The current approach 
of broad immunities under the law is an exception to the general rule of liability and the 
law on the point will evolve as lawmakers decide on the type of content, behavior, and 
business models that they would like to encourage online. If the Indian experience over the 
last few years, as internet access has deepened across the country, demonstrates a need to 
adapt the liability framework, it is necessary to debate the issue rather than mischaracterise 
it as an attempt to censor speech.32

29 ‘Germany starts enforcing hate speech law’ BBC News (1 January 2018) <https://www.bbc.
com/news/technology-42510868> accessed 21 April 2019; Chris Fox, ‘Websites to be fined 
over “online harms” under new proposals’ BBC News (8 April 2019) <https://www.bbc.com/
news/technology-47826946> accessed 21 April 2019; Adam Satariano, ‘Britain Proposes 
Broad New Powers to Regulate Internet Content’ The New York Times (London, 7 April 2019) 
<https://www.nytimes.com/2019/04/07/business/britain-internet-regulations.html> accessed 
21 April 2019; Francesca Paris, ‘Australia to Criminalize Failure to Remove Violent Content 
from Internet Platforms’ (NPR, 4 April 2019) <https://www.npr.org/2019/04/04/709751602/
australia-criminalizes-failure-to-remove-violent-content-from-internet-platforms> accessed 21 
April 2019.

30 Paul Karp, ‘Australia’s War on Encryption: The Sweeping New Powers Rushed into Law’ 
The Guardian (7 December 2018) <https://www.theguardian.com/technology/2018/dec/08/
australias-war-on-encryption-the-sweeping-new-powers-rushed-into-law> accessed 21 April 
2019.

31 David Ingram, ‘Foreign governments are fed up with social media — and threatening prison 
for tech employees’ NBC News (12 April 2019) <https://www.nbcnews.com/tech/tech-news/
foreign-governments-are-fed-social-media-threatening-prison-tech-employees-n993841> 
accessed 21 April 2019.

32 Goel (n 3).
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iii.  the deBate on seCtion 79: what does the due diligenCe 
requirement mean and are the guidelines Binding?

When India enacted its first ‘safe harbour’ law for internet intermediaries in the form 
of section 79 of the IT Act it did not adopt the American model. As per the original version 
of section 79, enacted in 2000, network service providers were provided immunity if they 
could prove that ‘the offence or contravention was committed without his knowledge or that 
he had exercised all due diligence to prevent the commission’. Simply put, this provision 
shielded intermediaries for activities conducted without their knowledge provided they 
conducted ‘all due diligence’ to prevent the commission of the offence in question. The 
use of the phrase ‘due diligence’ indicates that the law required some kind of proactive 
measures by the intermediary to prevent the use of its services in violation of the law. 
However, the nature of such measures is not quite clear from a reading of the provision 
and could have only been decided by a court during the course of litigation. Additionally, 
the original version of section 79 appears to apply only for those acts that may have been 
offences under the IT Act and not all legislations.33

In 2006, the Government of India set up an expert committee to recommend amendments 
to the existing IT Act.34 On the basis of the Committee’s recommendations, the government 
introduced an amendment to the law in Parliament.35 The amendment bill proposed a broad 
immunity for any third-party information, data or communication link made available by 
any intermediaries (rather than just network service providers) subject to three conditions. 
The first condition required the intermediary to play a passive role in that it should not 
have been responsible for initiating the transmission, selecting the receiver or modifying 
the content. The second condition required the intermediary to not ‘conspire’ or ‘abet’ in 
the commission of the unlawful act, in which case it would lose its immunity. It was also 
required to expeditiously take down content on receiving actual knowledge of the same 
or on being notified by the Government. The third condition required the intermediary to 
‘observe’ guidelines that were issued by the Central Government under section 79.36

After its introduction in the Parliament, the new model of intermediary liability was 
opposed by the Parliamentary Standing Committee to which the bill had been referred for 

33 Chinmayi Arun, ‘Gatekeeper Liability and Article 19(1)(a)’ (2014) 7(2) NUJS Law Review 73, 
81https://nujslawreview.org/wp-content/uploads/2016/12/Chinmayi-Arun.pdf accessed 28 June 
2019 . 

34 Ministry of Electronics and Information Technology, Report of the Expert Committee: Proposed 
Amendments to Information Technology Act (2005) <https://www.meity.gov.in/content/report-
expert-committee-amendments-it-act-2000> accessed 21 April 2019 (MeitY Expert Committee 
Report).

35 The Information Technology (Amendment) Bill 2006 <https://www.prsindia.org/sites/default/
files/bill_files/1168510210_The_Information_Technology__Amendment__Bill__2006.pdf> 
accessed 21 April 2019 (IT Amendment Bill 2006).

36 IT Amendment Bill 2006, cl 38 (proposing an amendment to the Information Technology Act 
2000, s 79).

https://nujslawreview.org/wp-content/uploads/2016/12/Chinmayi-Arun.pdf
https://www.meity.gov.in/content/report-expert-committee-amendments-it-act-2000
https://www.meity.gov.in/content/report-expert-committee-amendments-it-act-2000
https://www.prsindia.org/sites/default/files/bill_files/1168510210_The_Information_Technology__Amendment__Bill__2006.pdf
https://www.prsindia.org/sites/default/files/bill_files/1168510210_The_Information_Technology__Amendment__Bill__2006.pdf


amore detailed examination.37 The Standing Committee’s report observed that the Central 
Bureau of Investigation (CBI) had argued against providing such wide immunity to all 
intermediaries and that at the very least online market places where goods could be sold or 
auctioned should not be given immunity unless they conducted ‘due diligence’.38 When the 
government was asked why it had proposed dropping the ‘due diligence’ requirement, the 
government sought to explain it away by saying that the law needed more clarity and that 
the scope of due diligence could be better specified in the guidelines that were to be drafted 
by the Central Government under section 79.39

The Standing Committee, however, agreed with the CBI rather than the government. 
The Committee recorded its objection to dropping the ‘due diligence’ requirement for 
online market places and auction sites.40 It insisted on the government retaining the phrase 
‘due diligence’ in section 79.41 In the same report, the Standing Committee also pushed 
for intermediaries to prescreen content and warned the government that the industry was 
unlikely to regulate itself. It stated the pertinent part, the following:

The Committee also feels that if the intermediaries can block/ eliminate 
the alleged objectionable and obscene contents with the help of technical 
mechanisms like filters and in built storage intelligence, then they 
should invariably do it. The Committee is of the firm opinion that if 
explicit provisions about blocking of objectionable material/ information 
through various means are not codified, expecting self-regulation from 
the intermediaries, who basically work for commercial gains, will just 
remain a pipe dream.42

The government accepted these recommendations of the Standing Committee and 
the final version of the bill introduced in the Parliament retained the ‘due diligence’ 
requirement, in the text of section 79, for all intermediaries, rather than just online market 
places and auction sites as recommended by the CBI.  The Parliament passed this version 
of the Bill in 2008 without any further amendments.43

A few years later in 2011, the government notified, under section 79, the Information 
Technology (Intermediaries Guidelines) Rules which included a ‘due diligence’ clause that 
was required to be ‘observed’ by intermediaries in order to avail of the immunities in section 
79. These guidelines laid down various requirements to be followed by intermediaries, 

37 Lok Sabha, Standing Committee on Information Technology Report (2007-08) <https://
www.prsindia.org/sites/default/files/bill_files/scr1198750551_Information_Technology.pdf> 
accessed 21 April 2019 (Standing Committee Report 2007-08).

38 ibid 17 [57].
39 ibid 18 [58].
40 ibid 49, 50. 
41 ibid
42 ibid 50.
43 Information Technology (Amendment) Act 2008. 
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including the terms and conditions to be included in user agreements and the time period 
within which content had to be taken down once the intermediary was notified.44 A 
parliamentary motion moved in the Rajya Sabha to have these guidelines annulled was 
defeated by the government.45

iv.  the requirement of ensuring ‘due diligenCe’ 
and oBserving ‘guidelines’ in seCtion 79

When section 79 was amended in 2008, it required intermediaries ‘…to observe 
due diligence which discharging his duties under this Act and also observes such other 
guidelines as the Central Government may prescribe in this behalf’. As explained earlier, 
the government attempted to define the scope of ‘due diligence’ in the Information 
Technology (Intermediary Guidelines) Rules, 2011. It is not very clear as to why the 
government tried to define ‘due diligence’ in the guidelines when the Parliament chose to 
retain the same phrase in section 79 without defining it. This attempt by the government 
may have led to the impression that an intermediary could meet the requirements of 
‘due diligence’ by following the criteria spelled out in the guidelines. However, a simple 
reading of the provision, especially the ‘and’ in the middle of the provision would indicate 
that the Parliament imposed two different obligations on the intermediary. The first is to 
‘observe due diligence’ requirement which was not defined in the legislation. The second 
requirement was to ‘observe guidelines’ drafted by the government. It is, therefore, clear 
that both obligations are separate. 

There is, however, little judicial clarity on the issue because judges have differed in 
how to interpret the due diligence requirement. A single judge of the Delhi High Court 
interpreted the phrase ‘due diligence’ to necessarily mean ‘pre-screening’ of all content 
loaded onto a platform despite the guidelines not requiring the pre-screening of all content.46 
This interpretation is in consonance with the recommendation of the Parliamentary Standing 
Committee that ‘if the intermediaries can block/eliminate the alleged objectionable and 
obscene contents with the help of technical mechanisms like filters and in-built storage 
intelligence, then they should invariably do it’.47 While overruling the decision of the Single 
Judge, a Division Bench concluded that the ‘due diligence’ requirement could be met as 
long as an intermediary followed the ‘guidelines’ laid down by the Central Government. 

44 Software Freedom Law Center, ‘Report: Information Technology (Intermediaries Guidelines) 
Rules, 2011: An Analysis’ (SFLC, 24 July 2014) <https://sflc.in/sites/default/files/wp-content/
uploads/2014/07/Information-Technology-Intermediaries-Guidelines-Rules-2011-An-
Analysis.pdf> accessed 21 April 2019. 

45 P Rajeeve, ‘Regulation Yes, Control No’ Outlook India (17 May 2012) <https://www.
outlookindia.com/website/story/regulation-yes-control-no/280960> accessed 21 April 2019; 
‘Sibal for wider debate on rules for internet content control’ The Hindu BusinessLine (New 
Delhi, 17 May 2017) <https://www.thehindubusinessline.com/economy/sibal-for-wider-debate-
on-rules-for-internet-content-control/article20435436.ece1> accessed 21 April 2019.

46 Super Cassettes Industries Limited v Myspace Inc and Another 2011 (48) PTC 49 (Del).
47 Standing Committee Report 2007-08 50.
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The court held in pertinent part:

The other aspect that needs to be complied with is the ‘due diligence’ 
clause under section 79(2)(c). Here once again, the Intermediary Rules 
are relevant-especially rule 79 (3). MySpace’s - website for purposes of 
viewing does not require user subscription to its terms and conditions. 
However, for the purpose of uploading, sharing, commenting etc. 
subscription with MySpace is needed and for this purpose an agreement 
is entered into between the parties. To comply with the due diligence 
procedure specified in the Rules, MySpace has to publish its rules, 
regulations, privacy policy and user agreement for access of usage.48

The above paragraph gives the impression that ‘due diligence’ can be met by following 
the ‘guidelines’. There have been other cases which have dealt with section 79 but none of 
these cases have dealt with the phrase ‘due diligence’ in adequate detail.49

The Supreme Court finally got an opportunity to interpret section 79 in the Shreya 
Singhal case50. There were two issues that were in contention in this case, apart from the 
challenge to section 66A of the IT Act. The first was the constitutionality of the ‘actual 
knowledge’ requirement in the context of section 79(3)(b) and the second was the 
constitutionality of a few of the guidelines drafted by the government under section 79.51 
The constitutionality arguments were based on the fundamental right to free speech in 
Article 19(1)(a) of the Constitution. 

Strangely, the Supreme Court did not deal with the ‘due diligence’ requirement when 
it concluded that intermediaries were required to take down content only on the orders 
of the government or the courts and not in response to individual requests by individual 
citizens.52 The only apparent reasoning provided by the court for this conclusion was that 
it would be ‘very difficult for intermediaries like Google, Facebook, etc. to’ take down 
content ‘when millions of requests are made and the intermediary is then to judge as to 
which of such requests are legitimate and which are not’.53 With all due respect to the 
court, this is not cogent legal reasoning. If Facebook and Google are not able to meet the 
standards of liability prescribed by the law, they ought to change their business models. 
More problematically, the court came to its conclusion without paying any attention to 
the ‘due diligence’ requirement imposed on intermediaries by section 79. This is a vital 
requirement because if ‘due diligence’ is interpreted as a proactive filtering requirement 

48 Myspace Inc v Super Cassettes Industries Ltd 2016 SCC OnLine Del 6382. 
49 Christian Louboutin Sas v Nakul Bajaj 2018 SCC OnLine Del 12215; Kent Ro Systems Ltd v 

Amit Kotak 2017 SCC OnLine Del 7201.
50 Shreya Singhal v Union of India  AIR 2015 SC 1523. 
51 ibid [114] - [115].
52 ibid [117].
53 ibid.
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(as was done by the Single Judge in the Myspace case) it would be difficult to justify the 
court’s reasoning that it would be ‘very difficult for intermediaries’ to handle ‘millions of 
requests’. If a private company does not have the legal resources to meet a legal standard, 
it should change its business model or risk getting bankrupted by adverse judicial orders. 

The precedent in Shreya Singhal had the effect of making India’s intermediary 
liability regime friendlier to the intermediaries than that intended by the Parliament and 
downright hostile towards individual citizens. By relieving intermediaries of the necessity 
to respond to individual take down requests by citizens, as a precondition for maintaining 
their immunity, the Supreme Court basically transferred the cost of regulation from 
intermediaries, the biggest of which are Silicon Valley companies worth billions of dollars, 
to the individual Indian citizen who would now have to secure a judicial order, and spend 
significant money and time in doing so, before getting content taken down. On the other 
hand, if ‘due diligence’ was interpreted as requiring Silicon Valley to proactively monitor 
content, it would be forced to hire more moderators and make decisions on taking down 
content.

One of the few subsequent judgments to engage with the ‘due diligence’ standard was 
rendered by the High Court of Hyderabad in 2016 where the court, relied on precedents 
interpreting different legislations, to conclude that ‘to avoid its liability… the intermediary 
has to prove that he has acted as an ordinary reasonable prudent man and it is a question of 
fact’.54 Since the facts were not properly pled in the case before it, the court exempted the 
intermediary from liability for defamatory content but not before concluding that the IT 
Act needs to be amended by the Parliament to make it possible for citizens to take effective 
action in cases where they were being defamed. Commenting on the flaws in the existing 
system, the court made the following pertinent observation: 

…the present law under Information Technology Act is not able 
to provide such immediate reliefs to the person aggrieved by such 
defamatory or sexually explicit content or hate speeches etc. Therefore, 
the Legislature has to take necessary steps to provide safeguard to the 
interest of public at large on account of such defamatory content, sexually 
explicit material or pornography etc. by creating fake accounts by the net 
users and to provide stringent punishment to such net users, who created 
fake accounts and posted such material, by necessary amendment to 
the Information Technology Act and Rules.55

Viewed in this backdrop, there is certainly a case for overhauling India’s intermediary 
liability framework in order to more appropriately redistribute costs of regulating content 
on platforms as well as for deciding whether encrypted platforms should be afforded 

54 Google India Private Limited v M/S Visaka Industries Limited and Others 2016 SCC OnLine 
393 (Hyd).

55 ibid [102].



the same degree of immunity as other platforms. Not only is the existing ‘due diligence’ 
requirement in section 79 very vague for both law enforcement and the industry, but the 
guidelines itself were rather vague. Whether MeitY’s proposal for amending the existing 
guidelines is the best way forward is the next issue that will be discussed in this paper.  

v.  reforming india’s intermediary liaBility law for the future

MeitY’s strategy to overhaul India’s intermediary liability model was aimed at 
amending the Information Technology (Intermediary Guidelines) Rules, 2011. The content 
of the proposed amendments radically alters the existing guidelines. Before discussing the 
content of the amendments, it is first necessary to debate the viability of executing these 
amendments through Guidelines.

The current title of these guidelines is confusing because it has both words: ‘guidelines’ 
and ‘rules’. In the language of the law, ‘guidelines’ and ‘rules’ are different legal instruments. 
‘Guidelines’ by their very definition are meant to ‘guide’ and not be binding like ‘rules’ 
or ‘regulations’. In the context of the Guidelines drafted by the Central Government 
under section 5B of the Cinematograph Act 1952 to guide the Film Certification Boards 
on certifying content, the Supreme Court has ruled that guidelines cannot be considered 
binding. The court had concluded that ‘[t]he guidelines are broad standards. They cannot 
be read as one would read a statue.’56 In another judgment,the Supreme Court interpreted 
certain guidelines issued by the Reserve Bank of India (RBI) as binding because of a 
circular issued by the RBI that ‘advised’ all parties to follow the ‘guidelines’.57 The court 
was silent on whether the guidelines would have been binding in the absence of a circular.

Interpretation of the present guidelines under the IT Act are complicated by the fact 
that although section 79 only gives the government the power to make ‘guidelines’, section 
87 which consolidates all the ‘rule making’ powers of the government under the IT Act 
gives the Central Government the power to make rules to implement the ‘guidelines’ under 
section 79(2). 

While the statute is visibly drafted in an abysmal manner, there is a case to argue that 
the intent of the Parliament, as evident from section 79, was to draft ‘guidelines’ rather than 
rules and hence, the guidelines cannot be understood to be ‘binding’. This interpretation 
finds support in the Supreme Court precedent that dealt with the CBFC guidelines. In any 
event, the above confusion is reason enough to call for the present framework to be replaced 
by a new legal framework. However, given this confusion on the nature of guidelines/rules, 
it would not be advisable for the government to use guidelines as an instrument for major 
policy reform. Rather, if the government is serious about major reform on this issue of 
intermediary liability, it should consider amending section 79 of the IT Act or perhaps 
enacting a new standalone law solely on the issue of intermediary liability.  There are four 

56 Bobby Art International, Etc v Om Pal Singh Hoon and Others (1996) 4 SCC 1.
57 BOI Finance Ltd v The Custodian & Ors (1997) 10 SCC 488.
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major issues that should be at the centre of any future discussion on intermediary liability 
law. These issues are discussed below: 

1. Differentiated responsibility for different classes of intermediaries:

One of the longstanding and well-founded criticisms of India’s intermediary liability 
laws is that it does not distinguish between the various categories of intermediaries that 
operate on the internet.58 The current definition of intermediaries in section 2(w) includes 
‘…telecom service providers, network service providers, internet service providers, web-
hosting service providers, search engines, online payment sites, online-auction sites, 
online-market places and cyber cafes’. Combining these vastly different services into 
one definition makes no sense because each of these intermediaries has a completely 
different business model and their knowledge about the activities of their users differs 
significantly. For example, internet service providers (ISPs) are not expected to actively 
monitor behavior by users because that would be construed as an invasion of privacy.59 
Also, increasing the legal liability of ISPs for acts of their users would increase the costs 
of accessing the internet and would go against the policy goal of bringing more Indians 
online.60 However, in context of social media websites or video hosting sites, where content 
is publicly hosted on mass communication platforms, it may be in public interest to reduce 
the level of immunity provided to these platforms so as to incentivise them to police their 
platforms better.

A second basis for distinguishing intermediaries is their size. Startups deserve the 
subsidy of immunity from legal liability until they reach a particular size after which such 
immunities should be withdrawn and they should face the same liability as any other entity 

58 Ministry of Electronics & IT Government of India,  “Public Comments on Draft Intermediary 
Guidelines Rules 2018” 118, 119 <https://meity.gov.in/writereaddata/files/public_comments_
draft_intermediary_guidelines_rules_2018.pdf>accessed 21 April 2019 (Public Comments 
on Draft Intermediary Guidelines Rules 2018); For an account of Google’s request to a 
Parliamentary Standing Committee that Indian law differentiates between different classes of 
intermediaries, see   Prashant Reddy and Sumathi Chandrashekaran, Create, Copy, Disrupt: 
India’s Intellectual Property Dilemmas (OUP 2016) 241; Aparna Viswanathan, ‘Big Brother is 
looking over your shoulders’ The Hindu, (3 August 2016)  <https://www.thehindu.com/opinion/
lead/big-brother-is-looking-over-your-shoulders/article2532036.ece> accessed 21 April 2019; 
Vinay Kesari, ‘Intermediaries in India may be on the cusp of a brave new world’ (FactorDaily, 
17 September 2018) <https://factordaily.com/intermediary-liability-in-india-brave-new-world/> 
accessed 21 April 2019. 

59 Prachi Arya and Kartik Chawla, ‘A Study of the Privacy Policies of Indian Service Providers and 
the 43A Rules’ (Centre for Internet and Society Blog, 12 January 2015) <https://cis-india.org/
internet-governance/blog/a-study-of-the-privacy-policies-of-indian-service-providers-and-the-
43a-rules> accessed 21 April 2019. 

60 Bryan Mercurio, ‘Internet Service Provider Liability for Copyright Infringements of 
Subscribers: A Comparison of the American and Australian Efforts to Combat the Uncertainty’ 
(2002) 9(4) Murdoch University Electronic Journal of Law 63 <http://www5.austlii.edu.au/au/
journals/MurUEJL/2002/51.html> accessed 21 April 2019; Matthew Schruers, ‘The History and 
Economics of ISP Liability for Third Party Content’ (2002) 88(1) Virginia Law Review 205 
<https://papers.ssrn.com/sol3/papers.cfm?abstract_id=311685> accessed 21 April 2019. 

https://meity.gov.in/writereaddata/files/public_comments_draft_intermediary_guidelines_rules_2018.pdf
https://meity.gov.in/writereaddata/files/public_comments_draft_intermediary_guidelines_rules_2018.pdf
https://www.thehindu.com/opinion/lead/big-brother-is-looking-over-your-shoulders/article2532036.ece
https://www.thehindu.com/opinion/lead/big-brother-is-looking-over-your-shoulders/article2532036.ece
https://factordaily.com/intermediary-liability-in-india-brave-new-world/
https://cis-india.org/internet-governance/blog/a-study-of-the-privacy-policies-of-indian-service-providers-and-the-43a-rules
https://cis-india.org/internet-governance/blog/a-study-of-the-privacy-policies-of-indian-service-providers-and-the-43a-rules
https://cis-india.org/internet-governance/blog/a-study-of-the-privacy-policies-of-indian-service-providers-and-the-43a-rules
http://www5.austlii.edu.au/au/journals/MurUEJL/2002/51.html
http://www5.austlii.edu.au/au/journals/MurUEJL/2002/51.html
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=311685


in the business of disseminating information. The Draft Guidelines announced in 2018 
make a case for such an approach when it sought to treat intermediaries with 50 lakh users 
in a different manner.61 This proposal of MeitY has received some criticism on the grounds 
that the figure of 50 lakh users is arbitrary. But then again, fixing any such limits in the law 
is usually an arbitrary exercise. Therefore, any fresh attempt by the government to roll out a 
new intermediary liability policy should try creating different categories of intermediaries 
based on their function, size, and their role in the internet ecosystem while keeping in mind 
that startups, which are critical to innovation, require broad immunities from liability.

2.	 The	proactive	filtering	requirement:

One of the new requirements sought to be introduced by MeitY in its Draft Guidelines 
of 2018 was a proactive requirement on behalf of intermediaries to filter or prescreen 
all content using artificial intelligence before such content is made available for public 
viewing.62

This requirement of proactive filtering has been strenuously opposed by several 
stakeholder son the grounds that it would go against the Supreme Court’s ruling in 
Shreya Singhal and that AI-based filtering will not always be accurate and that private 
intermediaries will over-censor in a bid to keep in line with the law.63

The first ground of opposition is baseless because the Supreme Court’s reasoning on 
this point, as explained earlier, is exceptionally weak and unlikely to be followed by any 
future court.64 The second ground of opposition is fair since AI-based content filtering 
systems are known to have failed on multiple occasions.65 The third ground of opposition 
which claims fears of over-censorship by private intermediaries is over-hyped. In any event, 
it is no secret that Silicon Valley companies engage in a fair deal of proactive moderation 
of content on their platforms. This basically means that they take down large amounts 
of content on their own volition. Such content moderation takes place because platforms 
are aware that some content, like videos of beheadings or terrorist propaganda, needs to 
be removed hastily to prevent outrage from users, failing which users may stop using the 
platform.66 In fact, some commentators have claimed that the view that the internet is an 

61 Draft Intermediary Guidelines 2018, r 3(7).
62 Draft Intermediary Guidelines 2018, r 3(9).
63 Public Comments on Draft Intermediary Guidelines Rules 2018 185, 191, 202, 206.
64 Shreya Singhal (n 49) [114]-[117]. 
65 Kalev Leetaru, ‘Why We Still Need Human Moderators In An AI-Powered World’ (Forbes, 

8 September 2018) <https://www.forbes.com/sites/kalevleetaru/2018/09/08/why-we-still-need-
human-moderators-in-an-ai-powered-world/#1ca95c4a1412> accessed 21 April 2019.

66 Shane Harris, ‘Social Media Companies Scramble to Block Terrorist Video of Journalist’s 
Murder’ (Foreign Policy, 20 August 2014) <https://foreignpolicy.com/2014/08/20/social-
media-companies-scramble-to-block-terrorist-video-of-journalists-murder/> accessed 21 April 
2019; Akshaya Asokan, ‘WhatsApp Doubles Down On Child Pornography With AI-based 
Tools’ (Analytics India Magazine, 11 January 2019) <https://www.analyticsindiamag.com/
whatsapp-doubles-down-on-child-pornography-with-ai-based-tools/> accessed 21 April 2019.
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‘un-intermediated experience’ is essentially a myth and that intermediaries have significant 
influence over the type of content viewed by users.67 Historically, private parties, be it 
broadcasters or newspapers, have always hired editors to curate or moderate third-party 
content without overdoing it because that would be against their business interests. Thus, 
there are enough market-based reasons for intermediaries to police their platforms.

But beyond these three reasons, it should be pointed out that the main reason that 
intermediaries sought immunity from legal liability was to ensure they did not have to 
proactively monitor content. Once the proactive monitoring requirement is imposed 
on intermediaries there is no point of debating the requirement of immunity from legal 
liability. With a proactive requirement under the law, intermediaries will be liable for every 
failure in their proactive monitoring just as is the case with traditional media. Whether that 
will really force any change in their behaviour remains to be seen given that most Indian 
laws targeting certain categories of speech are criminal laws and proving the vicarious 
criminal liability of the management of intermediaries for acts of users is not going to be 
easy unless the law creates presumptions of knowledge of such intermediaries.  

3. Encryption, mass communication and the future of messaging platforms:

New intermediaries like WhatsApp, Telegram, etc. which started of as personal rather 
than mass communication products, offer some form of encryption for data that they are 
transmitting. WhatsApp, in particular, offers an ‘end to end encryption system’ wherein the 
phone sending the message encrypts the message in a format that can be decrypted only 
by the receiving phone.68 This system of encryption reportedly makes it impossible for 
governments, or for that matter WhatsApp itself, to intercept or monitor messages between 
two phones. Although widely advertised as infallible it should be noted that some Silicon 
Valley products like Skype, although, claimed to be protected by end-to-end encryption 
were compromised by backdoors installed by the product designers.69

Tech commentators have marketed WhatsApp’s encryption feature as a privacy 
enabling feature and hence, a virtue without parallel.70 From a business perspective, 

See also Jeff Kosseff, ‘Twenty Years of Intermediary Immunity: The US Experience’ (2017) 
14(1) SCRIPTed 5 <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3225773> accessed 
21 April 2019 where the researcher finds that ‘the largest US intermediaries voluntarily block 
objectionable and harmful content due to consumer and market demands’.

67 Christopher S Yoo, ‘Free Speech and the Myth of the Internet as an Unintermediated Experience’ 
(2010) 78 George Washington Law Review <https://papers.ssrn.com/sol3/papers.cfm?abstract_
id=1475382&download=yes> accessed 21 April 2019. 

68 WhatsApp, ‘End-to-end encryption Frequently Asked Questions’ <https://faq.whatsapp.com/en/
android/28030015/> accessed 21 April 2019. 

69 Glenn Greenwald and others, ‘Microsoft handed the NSA access to encrypted messages’ (The 
Guardian, 12 July 2013) <https://www.theguardian.com/world/2013/jul/11/microsoft-nsa-
collaboration-user-data> accessed 21 April 2019. 

70 Ian Morris, ‘WhatsApp Is About To Get A Great New Feature To Keep Your Chats Safe’ (Forbes, 
3 February 2019) <https://www.forbes.com/sites/ianmorris/2019/02/03/whatsapp-is-about-to-
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however, the encryption feature saves WhatsApp millions of dollars in potential costs 
because it maintains no records of the messages, has no way to read them and thus cannot 
comply with requests for information from law enforcement or the public. This basically 
ensures better scalability, more user data, and higher profits. As WhatsApp’s penetration 
increased in the global market, the product has morphed into a mass communication 
platform given the increasing usage of WhatsApp group feature that enables individuals to 
communicate with groups of 256 people. 

Given the central role that WhatsApp has come to play in not only personal 
communications but also mass communication (through its group feature), law enforcement 
authorities in multiple countries including India have expressed frustration with their 
inability to track messages on WhatsApp for the purposes of lawful investigation as well 
as maintaining law and order.71 The incidents that continue to trouble law enforcement 
agencies range from hyper-localised rumours about child abduction that instigated lynching 
of people to the sharing and exchanging of child pornography on WhatsApp groups.72 
Given the design of WhatsApp, law enforcement agencies are not able to monitor or trace 
the flow of information which is essentially being mass broadcasted over the encrypted 
service. Some countries like Australia have passed legislation to force tech companies to 
help decrypt and trace messages on encrypted platforms like WhatsApp.73

In the Draft Guidelines of 2018, MeitY sought to tackle the encryption issue by 
including a requirement of ‘traceability’ in the intermediary guidelines.74 This requirement 

get-a-great-new-feature-to-keep-your-chats-safe/#4bdccab1384a> accessed 21 April 2019. 
71 Hannah Kuchler, ‘Facebook defends WhatsApp’s end-to-end encryption’ The Financial 

Times (San Francisco, 7 May 2018) <https://www.ft.com/content/40e15694-5248-11e8-b3ee-
41e0209208ec> accessed 25 April 2019; Surabhi Agarwal, ‘Want WhatsApp to cooperate with 
law enforcement agencies: RS Prasad’ (Economic Times Tech, 1 November 2018) <https://
tech.economictimes.indiatimes.com/news/mobile/want-whatsapp-to-cooperate-with-law-
enforcement-agencies-rs-prasad/66448257> accessed 21 April 2019; Jason Scott, ‘Australia 
Set to Spy on WhatsApp Messages With Encryption Law’ (Bloomberg, 5 December 2018) 
<https://www.bloomberg.com/news/articles/2018-12-04/australia-set-to-pass-encryption-law-
despite-tech-giant-protests?utm_content=tech&utm_medium=social&utm_source=twitter&
cmpid%3D=socialflow-twitter-tech&utm_campaign=socialflow-organic> accessed 21 April 
2019; Domingo Montanaro, ‘WhatsApp, Encryption and the Battle with Law Enforcement’ 
(Law Journal NewsLetters,  January 2017) <http://www.lawjournalnewsletters.com/sites/
lawjournalnewsletters/2017/01/01/whatsapp-encryption-and-the-battle-with-law-enforcement/?
slreturn=20190316034058> accessed 21 April 2019. 

72 ‘Who can stop India WhatsApp lynchings?’ (BBC News, 5 July 2018) <https://www.bbc.com/
news/world-asia-india-44709103> accessed 21 April 2019; K Deepalakshmi, ‘When social 
media rumours on child abduction trigger mob lynchings’ (The Hindu,29 June 2018) <https://
www.thehindu.com/news/national/when-social-media-rumours-on-child-abduction-trigger-
mob-lynchings/article24280603.ece> accessed 21 April 2019; Timothy McLaughlin, ‘How 
WhatsApp Fuels Fake News And Violence In India’ (Wired, 12 December 2018) <https://www.
wired.com/story/how-whatsapp-fuels-fake-news-and-violence-in-india/> accessed 21 April 
2019.  

73 Draft Intermediary Guidelines 2018, r 3(5). 
74 ibid.
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was described in the Indian press as an attempt to force WhatsApp to ‘break’ its encryption 
systems.75 This was an incorrect interpretation of the law. Rather than force WhatsApp 
to ‘break’ its encryption systems, the guidelines were aiming to set up a system where 
platforms that could not enable traceability of content would no longer be able to claim 
immunity under section 79. In other words, platforms like WhatsApp could continue to 
provide encrypted services but without the benefit of the immunities available to other 
platforms. The withdrawal of immunity would increase the risk of operating a platform like 
WhatsApp but the management of the company could continue to provide such services if 
it is confident of dealing with the risks of possible prosecution or damages. 

Separate from the above questionis the issue of whether the government of India should 
extend to WhatsApp all the immunities from legal liability that it offers other platforms 
under section 79 of the IT Act. 

This is a complex issue with no simple answers. Although initially designed as a 
personal messaging service, WhatsApp today performs the role of a mass communication 
and broadcast service that enables individuals to reach out to thousands of people in a 
matter of minutes. Except unlike other mass communication services, government officials 
responsible for maintaining law and order have no means to view the content being 
transmitted unless they are members of these groups themselves. Such mass communication 
and broadcast services are without precedent and pose a unique challenge for countries like 
India where a mere rumour is enough to spark communal riots and where police capacity is 
limited. Anonymous public speech of the sortfacilitated by WhatsApp has no precedent in 
India. As a rule, all mass communication has been regulated by the state. 

One of the first legislation to deal with mass dissemination of printed information was 
the Press and Registration of Books Act 1867. Section 3 of this legislation requires any 
book or paper being published in India to carry the name of the printer, place of printing, 
the name of the publisher, and place of publication. In a case involving the interpretation of 
this provision, the Madras High Court was categorical in its conclusion that the provision 
‘…does not in any way restrict the freedom of expression’.76 Explaining the rationale 
behind this requirement the court stated the following: 

Healthy public presses conducting their affairs above board constitute 
the bulwark of the State; and secretive and anonymous presses working 
underground constitute a menace to society. The arms which a publisher 

75 ‘Modi govt working on new IT rules that may force WhatsApp to break privacy protection’ India 
Today (New Delhi, 25 December 2018) <https://www.indiatoday.in/technology/news/story/
indian-government-new-it-rules-whatsapp-break-privacy-protection-1416187-2018-12-24> 
accessed 21 April 2019; Pranav Dixit, ‘India Wants Tech Platforms To Break Encryption 
And Remove Content The Government Thinks Is ‘Unlawful’Buzzfeed News (New Delhi, 
25 December 2018) <https://www.buzzfeednews.com/article/pranavdixit/india-wants-tech-
platforms-to-break-encryption-and-remove> accessed 21 April 2019. 

76 In Re G Alavandar v Unknown AIR 1957 Mad 427 [15]. 
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and printer should carry must be those of a warrior and not that of an 
assassin. The cloak and dagger type of publishing and printing has no 
place in our Sovereign Indian Republic where our fundamental rights 
have been guaranteed by the Constitution.77

The High Court’s decision captures the essence of the argument against anonymous 
public speech. Subsequent technological development which led to the radio, cinema, and 
broadcast industry revolutionised the possibility of truly mass communication to even 
the unlettered. However, even those services were always licensed by the state thereby 
preventing the possibility of anonymous speech.78

So, traceability has been given in most modes of mass communication. Thus, it is 
understandable for the government to request encrypted platforms like WhatsApp to make 
their content traceable. In this backdrop, it is completely within the legitimate interests of 
the government to not afford WhatsApp the protection of safe harbour protection under 
section 79. 

As explained earlier, this immunity from legal liability is a subsidy since it relieves 
the private sector of substantial risk and legal costs. In this backdrop, there is virtually no 
reason for WhatsApp to continue enjoying the subsidy of complete legal immunity and the 
government is justified in denying encrypted services, the benefits of the safe harbour in 
section 79 of the IT Act.79

4. Ensuring transparency in content moderation on social media platforms:

Even as Silicon Valley receives considerable public support in its battle against MeitY’s 
attempt to alter the intermediary liability framework in India, it is facing increasing scrutiny 
over its own content moderation practices.80

77 ibid. 
78 The Cable Television Networks (Regulation) Act 1995; The Cinematograph Act 1952.
79 Prashant Reddy, ‘Liability, Not Encryption, Is What India’s New Intermediary Regulations 

Are Trying to Fix’ The Wire (28 December 2018) <https://thewire.in/government/liability-not-
encryption-is-what-indias-new-intermediary-regulations-are-trying-to-fix> accessed 21 April 
2019; Prashant Reddy, ‘If WhatsApp Doesn’t Regulate Itself, Parliament May Have to Step In’ 
(The Wire, 18 July 2018) <https://thewire.in/tech/if-whatsapp-doesnt-regulate-itself-parliament-
may-have-to-step-in> accessed 21 April 2019. 

80 Sreemoy Talukdar, ‘Parliamentary panel summoning Twitter CEO is timely and necessary 
to ensure fairness of platform, not bullying’ (Firstpost, 13 February 2019) <https://www.
firstpost.com/india/parliamentary-panel-summoning-twitter-ceo-is-timely-and-necessary-to-
ensure-fairness-of-platform-not-bullying-6078751.html> accessed 21 April 2019; Amulya 
Gopalakrishnan, ‘How can Twitter be better? By taking a stand and being open about its 
choices, rather than affecting neutrality’ (Times of India Blogs, 21 February 2019) <https://
timesofindia.indiatimes.com/blogs/to-name-and-address/how-can-twitter-be-better-by-taking-
a-stand-and-being-open-about-its-choices-rather-than-affecting-neutrality/> accessed 21 April 
2019; Stuti Bhattacharya, ‘Why Isn’t Twitter Blocking Trolls Abusing Barkha Dutt For 
Pulwama Reportage?’ (Idiva, 19 Feb 2019) <https://www.idiva.com/news-work-life/journalist-
barkha-dutt-abused-and-harassed-on-twitter-and-whatsapp-for-reporting-kashmirs-pulwama-
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Apart from facing an allegation of bias in how they moderate content, these Silicon 
Valley platforms are often accused of not doing enough to take action against abusive and 
threatening content on their platforms even after the said content is flagged by users.81 
Another complaint has focused on the lack of transparency in their content moderation 
practices.82 The entire content moderation interface is usually designed in a manner that 
ensures that the user has no information about the decision-making process and authority. 
Given the importance of these platforms to public speech and the power of social media 
platforms to throttle free speech, it is in public interest for the state to intervene and regulate 
the manner in which these platforms moderate content.83

To begin with, the government must consider linking any new intermediary liability 
policy to certain mandatory content moderation practices. These mandatory requirements 
should include hiring content moderators in India having certain minimum qualifications 
as prescribed by the law. Second, these content moderators should be hired as employees 
rather than independent contractors as appears to be the current practice across Silicon 
Valley, so as to ensure the protection of the labour rights of these content moderators.84 
Third, there needs to be transparency either at the first level of content moderation or at 
the appellate level in terms of disclosure of the identity of the content moderator to ensure 
accountability. Since content moderators are the equivalent of editors there is a public 
interest in disclosing their identities to the public because the ideology of the editor can very 
often impact the quality of content moderation. The public has a right to know about these 
editors who are responsible for curating public speech. Many of these recommendations 
have found mention in academic and journalistic conversations in the United States.85 It 

attack/17079350> accessed 21 April 2019. 
81 Tarleton Gillespie, ‘How Social Networks Set The Limits Of What We Can Say Online’ (Wired, 

26 June 2018) <https://www.wired.com/story/how-social-networks-set-the-limits-of-what-we-
can-say-online/> accessed 21 April 2019. 

82 Max Fisher, ‘Inside Facebook’s Secret Rulebook for Global Political Speech’ The New York 
Times (California, 27 December 2017) <https://www.nytimes.com/2018/12/27/world/facebook-
moderators.html> accessed 21 April 2019. 

83 Kyle Langvardt, ‘Regulating Online Content Moderation’ (2018) 106 Georgetown Law 
Journal 1353 <https://georgetownlawjournal.org/articles/268/regulating-online-content-
moderation/pdf> accessed 21 April 2019; Paul Armstrong, ‘Why Facebook’s Content 
Moderation Needs To Be Moderated’ Forbes (23 May 2017) <https://www.forbes.com/
sites/paularmstrongtech/2017/05/23/why-facebooks-content-moderation-needs-to-be-
moderated/#734b36d92999>accessed 21 April 2019; Spandana Singh, ‘Pressing Facebook for 
More Transparency and Accountability Around Content Moderation’ (New America Blog, 16 
November 2018) <https://www.newamerica.org/oti/blog/pressing-facebook-more-transparency-
and-accountability-around-content-moderation/> accessed 21 April 2019. 

84 Max Read, ‘Who Pays for Silicon Valley’s Hidden Costs?’ (New York Magazine Intelligencer, 
28 February 2019) <http://nymag.com/intelligencer/2019/02/the-shadow-workforce-of-
facebooks-content-moderation.html> accessed 21 April 2019; Jennifer Beckett, ‘We need to talk 
about the mental health of content moderators’ (The Conversation, 27 September 2018) <http://
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accessed 21 April 2019. 
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is rare to hear similar rumblings of dissent against Silicon Valley in India and is perhaps a 
sign of the Valley’s influence on India’s technology policy circle. 

vi. ConClusion: enaCt a new standalone legislation on the 
regulation of internet-Based CommuniCations Platforms

Any realistic attempt to reform intermediary law in India will require the government 
to go beyond tinkering with the guidelines drafted under section 79. The government must 
look at enacting a new law that is aimed at regulating communications platforms rather 
than framing the legislation as one that is meant to provide a safe harbour for internet 
intermediaries. The new law should ideally have three components. 

The first component of the law should create different categories of intermediaries 
based on the role that they play in the dissemination of communications. Platforms like 
WhatsApp, Signal, and Telegram with encrypted services should be placed in a different 
category (and subject to stricter regulation) from social media platforms like Facebook or 
Twitter. Each category should be subject to different standards of regulation depending on 
the ability of law enforcement to monitor the mass communications on these platforms (as 
opposed to private communications amongst groups of 5 people or less).  

The second component should set down the various conditions that a platform would 
be required to meet in order to secure immunity from legal liability. Some of the important 
preconditions that must be considered include the mandatory local presence of the platforms 
in India, in terms of personnel since Silicon Valley has a history of locating grievance 
redressal officers (a mandatory requirement under Indian law) in California.86 This should 
include the mandatory requirement to hire only Indian citizens as content moderators and 
house them on Indian territory. These content moderators should be hired as employees 
and not as contractors. 

The third component of the law should include mandatory procedural safeguards that 
are to be followed by communications platforms while taking down content or sharing 
information with the government during the course of surveillance. A failure to follow such 
procedural safeguards would disqualify these platforms from immunity under the law. This 
is to protect against the abuse of the law. 

It is time for Silicon Valley and its companions in other jurisdictions to understand that 
a safe harbour from legal liability is an extraordinary subsidy and not a right.

Meaningful Transparency in Commercial Content Moderation’ (2019) 13 International Journal 
of Communication 1526 <https://ijoc.org/index.php/ijoc/article/view/9736/2610> accessed 21 
April 2019. 

86 ‘After SC criticism, WhatsApp appoints Grievance Officer for India’ (The News Minute, 24 
September 2018) <https://www.thenewsminute.com/article/after-sc-criticism-whatsapp-
appoints-grievance-officer-india-88862> accessed 13 July 2019.
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